KbmMW

The Proxyservice
for kbomMW v. 1.03+

One of the bundled services, the proxy service, is very useful for proxying requests from clients to
one or more other application servers who does the real work.

An example for a very useful usage is in ISAPI based kbmMW application servers that are hosted
by an ISAPI capable web server like IIS. The proxy service will allow controlled access from the
outside world, via the web server to internal application servers through firewalls etc. without
needing to reconfigure network hardware.

This document will explain how to use the proxy service.
The prerequisite for following the documentation is to have an empty application server main form

setup already. It can be ISAPI based or standalone, you decide, but it must have the
TkbmMW S Server component on it.
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Creating the Proxy service

First you need to decide how the application server containing the proxy functionality (now called
the proxy server) should communicate with other business application servers. If the business
application servers can be reached by TCPIP, then you should add functionality to the proxy server
to be able to act as a TCPIP client to the business application servers.

Thus add a TkbmMWClientConnectionPool and a TkbmMWTCPIPClientTransport to the proxy
servers main form/data module (the one containing TkbmMW Server).

: I (= B
& kbmMW Server demo
: ﬂL"stDp client access to serve Ancesse Statiztics storag
| mad
_oRu-H | Listen | Dront listen ] Save stats | Load stats |

m}
- This server dema includes an inventory service and a queny service. [-Fa0L
. Push the Lister buttaon to make the server listen for clients and serve requests. mo
- Push the Dant lizten button to stop serving new requests. Em
Az minimum a server needs to include a Tkbmbkdw'Server component and some
- Tkbmbd* CuztomS erver T rangport component. [n this demo, the Tkbmbdw/TCRIPIndwServerT ranzport

. components ig uged.

- By adding mare server transport components, the server can service many different transport channels

- gimultainousy. Foex if a ThbmbWwW S5 ServerT ransport existed and waz added to this project, the

. TkbmbwServer would at the zame time zervice bath TCPIP bound clients and clients communicating via SMS.

- Definition of which services the server should provide to clients iz made in code ey, in the OnCreate event of
* the TForm.

. Remermber in thiz dermo to zetup the bindingz far which clients are allowed to connect and o which ports on the
* kbt TCRIPIndyServerTransport] components Bindings property.
- To allow any clients, uze 0000, Default zettingz iz anly local host can acceszs server (127 .0.0.1).

Hook up the client connection pool to the client transport, and configure the client transport to be
able to access the business application server.
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Then create a new proxy service using the kbmMW service wizard:

kbmMW =service wizard E

| Service type selection

Fleaze select the type of service you want to create

Cuztom service
Cuztom query service

¥ Estend the zervice. If not checked will uze the service as is.

Query zervice £ kbmbdw 1.0 ¥ Define descriptive information
Ireventom service / kbmbdw 1.0 — —
‘P bm 10 i [The purpose of the service iz to allowve one applicationzeryer o call

Filetransfer Service / kbmbd'w' 1.0 1 [another applicationzerver directly to process the request.
Simple service

Eventoperated service

Cuztom lnadbalancing service / kbmbdw’_1.0
Standard loadbalancing service / kbmbd'w_1.0
MNew custom Java bazed zervice / kbmbdw'_1.0

service Returns statistical information & kbmbdiay_ 1.0
Service for remote management of an applicatio

%o

As with any other custom service, give it a preferred name and fill in any other optional service
information.
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| Basic service information

Required for non query service - Pleaze enter the |PH|:|>¢H|
prefened name the service should be known az,
Mo spaces or special characters in the name. Eg.
kYSERWICE.

Optiohal - Fleaze enter the verzion of the service, |
A empty string is allowed. The version is
important if more versions exist of services with
the zame gervice name, Eg. 1.0

New custom
service

You don’t need to add any service functions to the service, since the required functionality is
already in place in the proxy service’s base class. You can however as usual choose to add your
own extra native functionality in the same service if you want to by overriding ProcessRequest and
remember to call inherited for functions not covered by your custom native code.

Finish the service creation and you will end up with an empty service data module as usual.

7 kbmMW ProxyService2 (=]

Next step is to make the proxy service reference the client connection pool, so it knows how to get
to the business application server for which this proxy is targeted.

Set the ConnectionPool property of the proxy service data module to point on the client connection
pool on the main form.
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Registering the service

The proxy service module must now be registered in the TkbmMW Server.

The options you have in registering the proxy service makes provides you with great flexibility in if
your proxy server should be a simple pass-through to one internal business application server, or if
it should be accessing multiple internal business application servers.

The options are:

1) Clients thru proxy to one business application server.

. Proxy server
Business Proxy service forwarding all
application requests, regardless of
server service, to one business

application server.

This setup is handled by registering the service like this:

var
sd:TkbmMWCustomServiceDefinition;
begin
sd:=kbmMWServerl.RegisterService (TMyProxyServicel, true);
end;

The keyword here is ‘true’ in the 2n argument of the register service call. It means that the service
TMyProxyServicel is the default service for all client requests. That in turn means that the proxy
service will auto forward all client requests to the business application server pointed to by the
client transport on the main module.
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2) Clients thru proxy for specific services to one business application server. Some services are
provided by the proxy server itself.

. Proxy server

Business Proxy service forwarding all

application requests for specific
services to one business

server application server.

Some services are handled

by the proxy server itself.

(‘I:A..J-
I Client

Srvi Srv2

This setup is handled by registering the service like this:

var
sd: TkbmMWCustomServiceDefinition;
begin
sd:=kbmMWServerl.RegisterService (TMyInternalServicel, false);
sd:=kbmMWServerl.RegisterService (TMyInternalService2, false);
sd:=kbmMWServerl.RegisterService (TMyProxyServicel, true);
end;

This way, the proxy server handles all requests from clients to internal service 1 and 2, while all
others are proxied to one business application server.

Alternatively:

var
sd: TkbmMWCustomServiceDefinition;
begin
sd:=kbmMWServerl.RegisterService (TMyInternalServicel, false);
sd:=kbmMWServerl.RegisterService (TMyInternalService2, false);
sd:=kbmMWServerl.RegisterServiceByName ( ‘SOMESERVICEl’ , TMyProxyServicel,
false);
sd:=kbmMWServerl.RegisterServiceByName ( ‘SOMESERVICE2’ , TMyProxyServicel,
false);
end;

This way, the proxy server handles all requests from clients to internal service 1 and 2, proxies off
requests for services with name SOMESERVICE1 or SOMESERVICE2 to another business
application server, and if client is asking for any other service, the client will right away, receive an
exception that the service is not available.
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3) Client requests thru proxy who selects appropriate business application server for the job.

Proxy server
Proxy service forwarding

aff Business requests for one service to
a specific business

S€ appllcatlon application server, other

server requests to another
business application server.

Business

(‘I:A..J-
I Client

This setup is handled by creating multiple proxy services, each pointing on their own client
connection pool, that in turn points on each their own business application server.

var
sd: TkbmMWCustomServiceDefinition;
begin
sd:=kbmMWServerl.RegisterServiceByName ( ‘SOMESERVICEl’ , TMyProxyServicel,
false);
sd:=kbmMWServerl.RegisterServiceByName ( ‘SOMESERVICE2’ , TMyProxyServicez,
false);
end;

If the client request service ‘SOMESERVICE1’ the request will be handled by the server pointed on
by proxy service 1 etc. If the client ask for another service than SOMESERVICEI or 2, the client
will receive an exception about service not available straight away.

Alternatively:
var
sd:TkbmMWCustomServiceDefinition;

begin

sd:=kbmMWServerl.RegisterServiceByName ( ‘SOMESERVICEl’ , TMyProxyServicel,
false);

sd:=kbmMWServerl.RegisterService (TMyProxyService2, true);

end;

If the client request service ‘SOMESERVICE1’ the request will be handled by the server pointed on
by proxy service 1. For all other service requests, the call will be proxied to the business application
server pointed to by proxy service 2.
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4) Client request thru proxy who selects appropriate business application server, or its own internal

services for the job.

Business

af
s

Business
application
server

Proxy server

Proxy service forwarding all
requests for a specific
service to one business
application server and other
requests to another
business application
server..

Some services are handled
by the proxy server itself.

Srvi Srv2

This is simply a combination of the previous options.

(‘I:A..J-
I Client
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Additional information

Proxying is a very handy functionality, but it also comes with a price.

Since the proxy server will first get and interpret the request, to be able to decide what to do with it,
and then will create the request a new to the business application server, there are some overhead
both in memory usage, and in the time taken to process a request.

However unless you try to transfer multi megabytes of data, you probably wont notice it.

Proxying is completely transparent in the sense that responses or exceptions thrown on a business
application server will be proxied back to the client making the original request and thus the client
will never know that if it has been proxied or not.

On ISAPI based application servers, I usually recommend only defining a default proxy server,
simply because it this way will be possible to add new functionality in the business application
servers without having to down and up the webserver hosting the proxy.

Also notice that its possible to define fail over capabilities and loadbalancing capabilities in the

proxy the same way as you do on a client, simply because the proxy acts as a full fledged client
towards the internal business application servers.

This completes “The Proxyservice’ whitepaper.

Kim Madsen
Components4Developers
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